UBND TINH NAM DINH CONG HOA XA HQI CHU NGHIA VIET NAM

SO GIAO DUC VA PAO TAO Péoc 1ap - Tu do - Hanh phdc
S6: 662 /KH-SGDDT Nam Pinh, ngay 22 thang 4 ndam 2024
KE HOACH

Trién khai Mé hinh “Nim chic, quan chit, ngin chian vi pham phap
luat trén khéng gian mang” nganh Giao duc va Pao tao

Thue hién Ké hoach 22/KH-BCD ngay 28/03/2024 ctia Ban chi dao 138 tinh
vé viée xdy dung mé hinh “Ném chéc, quan chit, ngan chin vi pham phép luat trén
khong gian mang”, S¢ Gido duc va Pao tao (GDDT) ban hanh ké hoach trién khai
MG hinh “Nam chic, quan chit, ngan chin vi pham phap luat trén khong gian mang”
nganh Gido duc, cu thé nhu sau:

I. MUC PICH, YEU CAU

1. Tang cuong su 1anh dao, chi dao cua cac co quan quan 1y gido duc, cac co
s& giao duc trong viéc tham gia phong ngura, d4u tranh, ngan chan moi &m muu,
hoat dong chdng pha cta cac thé luc thu dich, phan dong, cac loai tdi pham va hanh
vi vi pham phap luét trén khong gian mang, gop phan bao vé an ninh qubc gia, bao
dam trat tu, an toan xa hoi, phuc vy thing loi nhiém vy phat trién kinh té, vin hoa,
xa hoi trén dia ban tinh.

2. Néng cao nhan thirc, ¥ thitc chap hanh phép luat cua d6i ngii nha gido, can
bd quan 1y, nhan vién, hoc sinh, sinh vién khi tham gia moéi trudng mang; néu cao
tinh than canh giac, chu dong phong ngira, ddu tranh voi nhimg hanh vi vi pham
phap luat trén khong gian mang. Phat huy vai trd gwong mau, nong cdt, tinh chii
dong cua can bg, dang vién, cong chirc, vién chirc, nguoi lao dong, hoc sinh, sinh
vién tu gidc chap hanh cac quy dinh ctia phéap luat, dong thoi tich cuc tuyén truyén,
véan dong Nhan dan tham gia, tao su lan toa trong toan x4 hdi phong, chong t6i pham
va Vi pham phap luat trén khong gian mang.

3. Thyc hién thong nhat chi dao tir S6 GDDT, Phong GDDT dén cac co s
gido duc; tuan thu chat ché cac quy dinh ctia phap luat va theo dung chiic nang,
nhiém vy, quyén han ciia mdi co quan, don vi. Pam bao sy chu dong, thudng xuyén,
kip thoi, théng nhat, chat chg, hiéu qua trong viéc t6 chirc, thuc hién mé hinh va phu
hop véi dic diém, tinh hinh cta timg don vi, dia phuong.

I1. POI TUQNG, PIA BAN, PHAM VI

1. Béi tuong: Cac co so gido duc, can bd quan 1y, doi ngii nha gido, nhan
vién, hoc sinh, sinh vién hoat dong trén moi trudng mang internet.

2. bia ban: S6 GDDT, phong GDDPT cac huyén/TP, cac don vi truc thudc S&
GDDT va cac truong THCS trén dia ban tinh Nam Dinh.

3. Pham vi: Phong ngira, dau tranh vé6i cic hanh vi vi pham phap luat trén
khong gian mang trén dia ban tinh Nam Dinh.

II1. NOI DUNG MO HINH
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Mo hinh “Nam chic, quan chat, ngian chan vi pham phap luat trén khong gian
mang” gdm céc nodi dung sau:

1. “Nam chdc”: gdm ndm ving cac ndi dung sau: (1) Chi truong, duong 16i
cua Pang, chinh sach, phap ludt cia Nha nudc, cac quy dinh vé quan 1y, tham gia
moi truong mang ddm bdo an toan, van minh, lanh manh; (2) Am muu, phuong
thirc, thu doan hoat dong cua cac thé luc thu dich loi dung khong gian mang dé
tuyén truyén, kich dong chong pha Pang, Nha nudc; (3) Nhan biét nhimg thong tin
x4u, doc trén khong gian mang; (4) Phuong thirc, thu doan hoat dong ctia cac ddi
tuong loi dung khong gian mang dé hoat dong pham t6i; (5) Cac bién phap phong
ngira, ddu tranh v6i hanh vi vi pham phap luat trén khong gian mang; (6) Ky nang
st dung mang an toan, lanh manh, c6 van hoa.

2. “Quan chat”, gém:

- Péi v6i cac co quan quan 1y gido duc, cac co so gido duc: (1) Xay dung,
thuc hién tot quy trinh vé quan ly, sir dung, bdo v¢, bao mat an toan hé théng dir liéu
cula co quan, t6 chirc; (2) Quan ly viéc dang tai, cung céip thong tin, dich vu trén cac
trang mang thudc pham vi quan 1y; (3) Kiém soat hoat dong cta cac hoi nhoém trén
mang x4 hoi dam bao theo quy dinh phap luat; (4) Quan 1y viéc chap hanh cac quy
dinh khi str dung, tham gia cac trang, mang xa hoi cua can bg, dang vién, doan vién,
hoi vién, hoc sinh, sinh vién, cong nhan vién... thudc tham quyén.

- P6i v6i gia dinh hoc sinh: (1) Quan 1y, ddm bao an toan, bao mat cac thiét
bi c6 két néi mang trong gia dinh; (2) Quan 1y chat ché viéc sir dung mang xa hoi
ctiia con em trong gia dinh theo “4 quan™ (thot gian, quan h¢, ndi dung, tuong tac).

- Pbi v6i ca nhan: (1) Chap hanh nghiém cac quy dinh cia phap luat, ndi quy
vé sir dung trang mang xa hoi, dam bao an toan, lanh manh, c6 vin héa; (2) Quan
1y, dam bao an toan, bao mat cac tai khoan ca nhan (ngan hang, email, facebook,
zalo...), cac thiét bi thong minh ciia ca nhan (dién thoai, may tinh...).

3. “Ngin chan”, gom:

- DPbi véi cac co quan quan 1y gido duc, cac co sé gido duc: (1) Kip thoi ngan
chin va thong bao ngay cho co quan chitc ning khi phét hién hé théng mang ciia co
quan, t6 chtic c6 ddu hiéu mét an ninh, an toan; (2) Chu dong cung cép thong tin
cho luc lugng churc nang lién quan dén hoat dong to1 pham, vi pham phép luat trén
khoéng gian mang; (3) Phéi hop chit ché véi luc luong chire ning phuc vu cong tac
diéu tra, xir Iy cac hanh vi vi pham phap luat trén khong gian mang; (4) Cha dong
thanh 1ap céc t6, nhom hoat dong trén khong gian mang dé phan béac cac thong tin
xau, doc, bao vé nén tang tu tudng cua Pang; lan toa nhimg thong tin tich cuc vé
cong tac phong, chong toi pham, dam bao ANTT, TTATGT...

- Pbi voi ca nhan: (1) Kip thoi thong tin, t6 gidc v6i co quan Cong an vé
nhimg biéu hién, hanh vi vi pham phap luat trén khong gian mang; (2) Cung cap
thong tin khi lyc luong chirc ning yéu cau lién quan dén cong tac ddu tranh, phong
chéng t6i pham, vi pham phap luat trén khong gian mang; (3) Tich cuc tham gia cac
t6, nhom hoat dong trén khong gian mang dé dau tranh, phan bac cac thong tin xau,
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doc, bao vé nén tang tu tudng ciia Pang; lan toa nhitng thong tin tich cuc vé cong
tac phong, chéng t6i pham, dam bao ANTT, TTATGT...

IV. BIEN PHAP THUC HIEN

1. Tang cudng cong tac tuyén truyén, phd bién ning cao nhan thirc, trach
nhi¢m cua doi ngti nha gido, can b quan ly, nhan vién, hoc sinh, sinh vién trong
d4u tranh v&i Am muru, hoat dong cua cac thé luc thu dich; phong, chéng vi pham
phép luat trén khong gian mang

a) Noi dung tuyén truyén

- Puong 16i, chi truong cta Pang, chinh sach, phap luat caa Nha nudc, cac
quy dinh vé& dam bao an ninh thong tin, an ninh mang, quy tic ing xi trén mang xa
hoi, trong tam la: Nghi quyét ) 30-NQ/TW, ngay 25/7/2018 ctia B§ Chinh tri veé
Chién luoc An ninh mang qubc gia; Nghi dinh 13/2023/ND-CP ciia Chinh phu vé
bao v¢ dit li¢u ca nhan; Luat An ninh mang, Nghi dinh s6 04/2019/ND-CP ngay
27/12/2019 ctia Chinh phii quy dinh chi tiét trinh ty, thu tuc 4p dung mét sb bién
phap bao vé an ninh mang; cc chi dao ctia Thi tudng Chinh phu vé cong tac phong,
chéng gian diép mang, bao vé bi mat nha nudc trén khong gian mang; Luat Bao vé
bi mat nha nudc va cic vin ban hudng dan thi hanh. ..

- Nhan thirc vé 4m muu “dién bién hoa binh” ctia cac thé luc thu dich, phan
dong; nhan di¢n cac quan diém sai trai, thu dich, thong tin x4u doc; quy dinh cua
phap luat vé toi pham va cac hanh vi vi pham phéap luat trén khong gian mang.

- Tuyén truyén, pho bién chu truong, chinh sach, phap luat, ché tai xur 1y; cap
nhap, thong tin vé phuong thirc, thu doan, dac diém va nguyén nhan, diéu kién cta
t6i pham, vi pham phap luat trén khong gian mang. Viéc tuyén truyén, thong bao vé
hanh vi, tht doan can gén voi cac vu viée, vu an cu thé, mang tinh dién hinh dé nang
cao canh giac, ting cuong cac bién phap phong ngira, bao vé tai san, chip hanh phap
luat,...

- Céach phat hién, td giac t01 pham, canh gidc, tu phong ngtra va tham gia cong
tac phong, chéng cac loai tdi pham, vi pham phép luat trén khong gian mang.

- Quy dinh cua phap luat vé tiép nhan, giai quyét dbi voi nhitng don thu, tin
béo t6 giac toi pham va vi pham phép luat trén khong gian mang.

- K¥ ning nhan biét, bién phap bao dam an toan thong tin c4 nhan khi sir dung
mang Internet, tham gia cac trang mang xa hoi an toan, lanh manh, c6 van hoa, diing
quy dinh cua phép luat.

- Huéng dan cung cip cac ngudn tin vé toi pham va vi pham phap luat trén
khong gian mang théng qua s6 dién thoai, duong ddy néng ciia cac co quan chirc
nang hodc cic ing dung cong nghé thong tin hién nay nhu: App VnelD cua Bo
Cong an, Cong thong tin dién tr cia Cong an tinh, cac Fanpage facebook chinh
danh hoac Zalo chinh thirc cua cac don vi.

b) Bién phap

- Pay manh tng dung cong nghé thong tin vao cong tac tuyén truyén. Thuong
xuyén viét tin, bai trén trang thong tin dién tir, mang xa hdi (zalo, facebook...) clia
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don vi; ké v&, in treo pano, khéu hiéu tuyén truyén tai don vi nd1 dung canh bao toi
pham lira da0 qua mang tai noi d& thiy.

- Long ghép trong cac hoat dong gido duc clia nha trudng dé ning cao nhan
thirc, tinh than canh giac ctia can bo, gido vién, nhan vién, hoc sinh, sinh vién; thuc
hién nghiém quy dinh can bo, dang vién thiét 1ap va sir dung trang thong tin dién tir
ca nhan trén Internet, mang xa hai.

- Té chire ky giao udc thi dua, cam két thuc hién gitra cac co so giao duc, ca
nhan vé dam bao an ninh thong tin, an ninh mang. ..

- T6 chirc cac cudc thi tim hiéu, hoi thao, toa dam, giao luu, ndi chuyén
chuyén dé vé tu tuong, dao dirc, phong cach H6 Chi Minh; am muu “dién bién hoa
binh” ctia cac thé luc thu dich, phan dong; B0 luat Hinh su; Luat an ninh mang; cach
phong, chéng toi pham va vi pham phap luat trén khong gian mang cho can b, gido
vién, nhan vién, hoc sinh, sinh vién ...

2. Str dung mang xa hoi Zalo, Facebook trong tuyén truyén, phd bién, gido
duc phap luat, phong ngira, du tranh véi 4m muu, hoat déng ctia cac thé luc thu
dich va cac hanh vi vi pham phép luat trén khong gian mang

- Tham gia, theo ddi, chia sé, lan téa cac thong tin vé cong tac phong, chong
to1 pham, vi pham phéap luat, bao ddam ANTT, TTATGT, PCCC... tt nhom “Zalo
An ninh”, cac Fanpage cta luc lugng céng an cac cap, ciia co quan cap trén 1én cac
cac trang mang xa hoi ctia don vi.

- Thuong xuyén viét céc tin, bai, phong su, chuyén muc trén cac trang
Fanpage facebook ctia don vi vé dé tai phong ngtra, dau tranh véi toi pham trén
khong gian mang, két hop cac k¥ nang bao dam an toan thong tin c4 nhan khi st
dung mang Internet voi ndi dung, hinh anh dé tiép can, phu hop véi timg ddi tuong,
co ste lan toa rong rai. Theo doi, quan 1y, tiép nhén, kiém tra, xac minh, xt 1y cac
thong tin phan anh lién quan dén ANTT, TTATGT...

3. Tang cudng cong tac quan 1y, sir dung hé théng mang, hé thong phan mém,
cac thiét bi cong nghé, khong dé toi pham lo1 dung hoat dong pham to1

- Cac co quan quan 1y gido duc, cac co so gido duc tién hanh ra soat, cung cd,
xay dung quy dinh, quy trinh sir dung, phan ro trach nhiém cua timg c4 nhan, dam
béo an ninh, an toan d6i véi cac hé théng mang, h¢ théng phﬁn mém, cac thiét bi
cong ngh¢, khong dé cac dbi tuong loi dung so hé tAn cong, xam nhdp hoac gid mao
cac trang, cong thong tin dién tir, trang mang xa hoi clia co quan, t6 chiic dé danh
cép thong tin, thyc hién hanh vi pham tdi.

- Xay dung, ban hanh phuong 4n bao vé an ninh mang ctia cac hé théng thong
tin ctia don vi. Quy dinh rd nhiing viéc dugc lam, khong dugc lam ddi v6i hé thong
thong tin, phuong tién dién tir st dung soan théo, truyén dua bi mat nha nudc theo
quy dinh cta phap ludt. C6 ché tai xur Iy d6i v6i hanh vi vi pham.

- Nguoi dimg dau cap uy cac cap thudng xuyén quan triét, huéng dan can bo,
dang vién thuc hién nghiém céc quy dinh cuia Dang, phap luit cia Nha nudc lién
quan dén viéc thiét 1ap va str dung cac trang thong tin dién tir c nhan trén Internet,
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mang xa hoi. Thuong xuyén theo doi, nam chic tinh hinh, kip thoi nhéc nhé can bd,
dang vién c6 biéu hién vi pham quy dinh vé str dung trang thong tin dién tir, mang
xa hoi.

- Hudng dan cac bac cha, me thuong xuyén quan tim, quan 1y tbt viéc st
dung cac trang mang Internet, mang xa hoi cua con em trong gia dinh, theo cac ndi
dung: muc dich truy cap mang, cac trang mang thuong truy cap, noi dung truy cap,
ngudi thuong xuyén tuong tac trén mang, ndi dung tuong tac, viét tin bai, thoi gian
st dung mang. .. dé tir 46 c6 bién phép gido duc, hudng dan con em st dung mang
an toan, lanh manh, c6 van hoa, khong dé cac dbi tuong x4u loi dung, kich dong, 161
kéo vi pham phap luat.

- Huéng dan, nang cao nhan thic, hiéu biét cua doi ngll nha gido, can b, gido
vién, nhan vién va hoc sinh, sinh vién vé Nghi dinh 13/2023/NB-CP ctia Chinh phu vé
bao vé dir liéu c4 nhan va cic k¥ ning bao dam an toan thong tin, khong dé cac dbi
tuong pham tdi 191 dung thuc hién hanh vi vi pham phép luat trén khong gian mang.

4. Thuc hién t6t cong tac tiép nhan, giai quyét tin bao, to giac tdi pham va
dau tranh, ngan chan, xtr Iy nghiém cac hanh vi vi pham phap luat, théng tin x4u
ddc trén khong gian mang

- Duy tri, bd sung cac hom thu t giac, gop y tai don vi; ting cudng thong
bao rong rdi duong day nong, sé dién thoai cia dong chi Truong Cong an cap
x&/phuong, nhom “Zalo An ninh”, tng dung VnelD dé Nhan dan biét, chii dong to
giac t01 pham va vi pham phép luét trén khong gian mang.

- Thanh 1ap cac hoi, nhém, cau lac bd tuyén truyén, dau tranh, ngin chin cac
hanh vi vi pham phap luat, thong tin x4u doc, phong, chng toi pham trén khong
gian mang; to chirc cac hoat dong tim hiéu, trao doi kién thtrc phép luat, cong nghé
thong tin, trong d6 tap trung vao doi ngli nha gido, dang vién tré, doan vién, thanh
nién, hoc sinh, sinh vién.

- Tuyén truyén, van dong can bd, gido vién nhan vién va hoc sinh, sinh vién
ctia don vi chap hanh tot cac quy dinh vé ding tai, chia sé video, clip, bai viét, hinh
anh...; dang tai, chia sé nhitng thong tin tich cuc, canh bao phong ngura to1 pham,
vi pham phap luat trén khong gian mang; g& bo nhiing thong tin x4u, doc, sai su
that, chua duoc kiém chimg. ..

5. To chire tap hudn, bdi dudng nang cao kién thic, k¥ nang st dung cong
cy, phuong tién cong nghé thong tin, mang Internet, mang xa hoi

- Tap huén, bdi dudng nang cao kién thirc, k§ nang sir dung cong cu, phuong
tién cong nghé thong tin, mang Internet, mang x4 hoi; kha ning dau tranh, phan bac
cac quan diém sai trai, thu dich, thong tin x4u doc... d6i voi doi ngtli can b quan 1y,
gi&o vién, nhan vién.

- Long ghép, dua ndi dung k¥ nang str dung mang vao mon hoc tin hoc, mén
gido duc qudc phong, an ninh pht hop véi timg loai d6i tuong; tham gia cac cudc thi
tim hiéu vé thi doan hoat dong chéng pha cia cac thé lyc thu dich, phan dong, quy
dinh ctia phap luat vé cac hanh vi bi cdm lién quan dén hoat dong trén khong gian
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mang trong doan vién, hoc sinh, sinh vién dé nang cao kién thure, y thirc canh giac, tu
phong ngra, tich cuc t giac toi pham va vi pham phap luat trén khong gian mang.

V. TO CHUC THUC HIEN

1. S& Giao duc va Pao tao

- Giao Phong Gido duc chinh tri va Cong tac hoc sinh, sinh vién chu tri, phbi
hop véi cac phong thudc S& tham muu Lanh dao So trién khai thuc hién M6 hinh
tai K& hoach. Theo ddi, dén dbc, hudng din, kiém tra viéc trién khai thuc hién Ké
hoach cua cac co sé gido duc.

- Cac phong thudc So phdi hop véi phong Gido duc chinh trj va Cong tac hoc
sinh, sinh vién trién khai cac noi dung cua K& hoach.

2. Phong GDDT cac huyén/TP

- Chi dao céc co so gido duc cap THCS truc thudc phdi hop trién khai xay
dung md hinh “Nam chic, quan chit, ngin chin t6i pham, vi pham phép luat trén
khong gian mang” cia Ké hoach, gan véi tiép tuc thyc hién mé hinh “Truong hoc
van minh, hoc sinh than thi¢n, khong ma tiy va bao luc hoc duong”.

- Theo di, d6n ddc, huéng dan, kiém tra viéc trién khai thuc hién Ké hoach
nay cua cac co s¢ giao duc cép THCS truc thude. Pinh ky bdo cédo tinh hinh, két
qua thyc hién va béo cdo khi c6 cac sy viéc bat thuong xay ra vé S6 GDPT qua
phong GDCTHSSV.

3. Cac don vi truc thudc S&

- Xay dung ké hoach, t6 churc trién khai thuc hién md hinh “Nam chéc, quan
chat, ngan chan toi pham, vi pham phap luat trén khong gian mang”, gan véi tiép
tuc thyc hién mé hinh “Truong hoc van minh, hoc sinh than thién, khong ma tiy
va bao luc hoc duong”.

- Binh ky bao c4o tinh hinh, két qua thyc hién va bao cao khi c6 cac su viéce
bat thuong xay ra vé S6 GDDT qua phong GDCTHSSV.

4. Trudng THPT chuyén Lé Hong Phong

Tb chtc trién khai 1am diém Mo hinh “Ném chéc, quan chat, ngan chan to1
pham, vi pham phap luat trén khong gian mang” (Hoan thanh trong quy 11/2024).

Trén day la ké hoach trién khai M6 hinh “Nim chéc, quan chat, ngan chan vi
pham phap luat trén khong gian mang” nganh Gio duc, S6 GDDT yéu cau C4c Cac
don vi nghiém tdc trién khai thuc hién./. e

Noi nhan: KT. GIAM bOC
- Ban chi dao 138 tinh;

- Cong an tinh;

- L&nh dao S¢;

- Céac phong GDDT;

- Céc don vi thudc, truc thuoc S¢;
- Cac TT GDNN-GDTX;

- Luu: VT, GDCTHSSV.

Nguyén Vin Thuin
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